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Abstract. This study explores the applicability of explainable artificial
intelligence (xAI) techniques in the analysis of deep learning models for
anomaly detection in 5G/6G networks. With the increasing complexity
of networks and network traffic, the mission to guarantee the security
access points and devices against attacks and intrusions is also larger.
Models used for these tasks operate like black boxes, making it difficult
to understand and interpret their decisions at a human level. To address
this challenge, we devised a case study with a real world dataset and a
performant deep learning anomaly detection algorithm and implemented
strategies to generate humam understandable explanation through xAI
algortihms. xAI can provide insights into the factors that lead to the
detection of anomalies, allowing for greater transparency and reliability
in the process. This work is part of the context of intelligent networks
and is aligned with initiatives such as the Privateer project, contributing
to the evolution of security in 5G/6G infrastructures. The integration of
deep learning and xAI facilitates interaction between human operators
and automated systems, promoting greater control over decision-making
in modern networks.
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1 Introduction

Artificial Intelligence (AI) has addressed challenges in 5G and 6G networks, par-
ticularly in traffic monitoring and anomaly detection. Deep learning models have
shown effectiveness in identifying patterns that may suggest faults, congestion or
attacks [7]. However, these models are opaque, making it difficult to understand
their decisions [4]. The interpretability of AI models, known as eXplainable Ar-
tificial Intelligence (xAI), has been an area of great interest in the scientific and
industrial community. The goal of xAI is to increase the transparency of deep
learning models, making their predictions understandable to human operators
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and network experts [6]. In 5G/6G network security and optimization applica-
tions, explainability plays a role in providing justification for anomaly detec-
tions and recommendations generated by algorithms. Techniques such as SHAP
(SHapley Additive Explanations) [10] and LIME (Local Interpretable Model-
agnostic Explanations) [14] have been widely used to provide insights into the
contribution of each variable to the final result of the models. There is however,
a time dependency that most models for network traffic anomaly detection im-
plement as a timeseries problem which also require personalization of common
xAI algorithms.

In this study, we explore the application of interpretability methods to the
analysis of traffic anomalies in 5G and future 6G networks. In particular, we
investigate how xAI techniques can be used to explain decisions made by deep
learning models that detect anomalous patterns in network traffic. The problem
addressed involves the analysis of traffic filtered at access points, where it is
possible to distinguish between normal behavior and potential intrusion attempts
or cyber attacks.

2 State of the Art

Advances in artificial intelligence techniques have led to the development of in-
creasingly complex models, applied in various fields, including intelligent commu-
nication networks. In the context of 5G networks and future 6G infrastructures,
deep learning models have been used to analyze and monitor traffic, enabling
the detection of patterns and possible anomalies. However, the opaque nature
of these models represents a significant challenge for their adoption in these
scenarios, where transparency of decisions is useful [14], [12].

Explainable artificial intelligence (xAI) has emerged as a key field for in-
creasing the interpretability of models, providing the means to understand the
reasons behind the predictions made by algorithms. Techniques such as SHAP
(SHapley Additive Explanations), a method based on Shapley values from game
theory that allows the influence of each variable on the model’s final prediction
to be quantified, and LIME (Local Interpretable Model-agnostic Explanations)
have been widely used to reveal the influence of different variables on the deci-
sions of anomaly detection models. In addition, strategies based on autoencoders
and attention mechanisms have been explored to improve model transparency
in modern network scenarios.

In this context, the applicability of xAI in 5G/6G networks enables greater
control over intelligent infrastructures, allowing effective interaction between hu-
man operators and automated systems, promoting security and reliability in
decision-making processes.

2.1 Anomaly dectection in Network Traffic

Detecting anomalies in 5G/6G networks is a current challenge, given the increas-
ing complexity and dynamism of data traffic. Different approaches have been
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explored for this purpose, including methods based on deep learning, statistical
techniques and hybrid models. Deep neural networks, such as autoencoders and
attention-based models, have proven effective in identifying anomalous patterns
by learning latent representations of traffic data. Models such as LSTM(Long
Short-Term Memory), a type of recurrent neural network (RNN) designed to cap-
ture long-term temporal dependencies in time series, [5], [13] and GRU (Gated
Recurrent Unit), a simplified variant of LSTM that also captures temporal pat-
terns in sequential data with less computational complexity, have been widely
used to capture temporal dependencies in mobile network scenarios, enabling
early detection of attacks such as DDoS and malicious intrusions [8], [3].

In addition to deep learning-based techniques, statistical approaches such as
threshold rules and clustering algorithms (e.g. DBSCAN and k-means) are often
used to identify atypical behavior. However, the opaque nature of deep learning
models poses challenges in terms of interpretability.Explainability methods such
as SHAP and LIME have been applied to understand the decisions of these
algorithms, allowing network operators to identify the most influential factors
in detecting anomalies. xAI enhances transparency and monitoring reliability in
6G networks.

2.2 Explicability in Machine Learning Models

The explainability of machine learning models has become useful for ensuring
transparency and reliability, especially in sensitive applications such as telecom-
munications and network security [1]. Explainable artificial intelligence (xAI)
seeks to make models more comprehensible to humans, allowing the interpreta-
tion of decisions made by “black box” models such as deep neural networks. In
the context of traffic analysis in 5G/6G networks, where models need to detect
anomalies in continuous data flows, explainability should try to help understand
situations.

The interpretation of models applied to time series is still an open challenge.
Most xAI techniques were originally developed for conventional supervised mod-
els, which requires adaptations when applied to continuous data streams [12].
However, methods such as SHAP and LIME have been used to evaluate the
influence of input variables on the predictions of anomaly detection models in
networks [10], [14]. Other approaches include gradient-based methods such as
Integrated Gradients and Layer-wise Relevance Propagation (LRP), which ana-
lyze the model’s sensitivity to variations in inputs, and visualization techniques
such as saliency maps and feature visualization, widely used in convolutional
networks but adaptable to temporal networks [15], [17]. Although not applied
here, these approaches can be integrated into the modular architecture designed
to support various xAI techniques.

Applying these techniques to 5G/6G time dependent network traffic anomaly
detection models provides a better understanding of the decisions made, provid-
ing justification for detecting attacks or anomalous patterns. The use of inter-
pretability techniques in 5G/6G networks is useful due to the complexity of these
infrastructures [...] making the decisions of these models more understandable
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to network operators and experts. 6G implementation proposals, such as in [11],
and [9] have explored the integration of xAI techniques into intelligent telecom-
munications systems, with the aim of improving the transparency of anomaly
detection algorithms in high-connectivity environments.

3 Explainable anomaly Detection in 5G/6G Networks

Growing connectivity and device diversity make securing mobile networks a rel-
evant challenge. The complexity of traffic patterns and the need for real-time
monitoring require advanced solutions that combine machine learning and ex-
plainable artificial intelligence (xAI) techniques to make the models more un-
derstandable and reliable for operators and experts. The architecture proposed,
figure 1 consists of flexible microservices, containerized, responsible for every step
for the production of xAI insights through different techniques and strategies.

Model
Management

Data
Management

xAI
Strategy
service

xAI
Strategy
service

...

Infrastruture xAI Micro Services

Fig. 1: Architecture

The architecture developed consists of a set of microservices, organized to
ensure flexibility and scalability in the explainable analysis of anomalies. The
microservices are divided by function: (1) a database management microservice,
responsible for managing the data collected from the 5G infrastructure; (2) a
model management microservice, responsible for loading the trained models and
making them available for analysis; and (3) microservices dedicated to explain-
ability techniques. This structure allows for modular integration, facilitating the
future introduction of new detection algorithms or xAI techniques.

3.1 Dataset and anomaly Detection Models

The test environment consisted of two cells with a total of nine UEs connected
to the same core network. The 5G network infrastructure was implemented with
the Amarisoft Callbox Mini and Amarisoft Classic solutions, the latter responsi-
ble for hosting the core of the 5G network. The set of UEs included Huawei P40
smartphones, Raspberry Pi 4 microcomputers equipped with 5G modules, indus-
trial 5G routers, WiFi-6 mobile hotspots and a CPE Box. During data recording
periods, the devices generated network traffic in a programmed way, simulating
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real communication patterns producing the NCSRD-DS-5GDDoS dataset [16].
This dataset contains detailed radio and core metrics from 5G networks, includ-
ing sporadic Distributed Denial of Service (DDoS) attacks initiated by malicious
users (UEs).

The anomaly detection model used was trained with an autoencoder architec-
ture based on the LSTM deep learning algorithm, using a pre-processed version
of the NCSRD-DS-5GDDoS [2] dataset. Training was carried out with benign
test data from the dataset, organized in a time series format by device, selecting
the 8 most relevant variables in time windows of 120 instants. Each input vector
was thus built with 960 values (120×8), representing the temporal context of
each device. For interpretability purposes, during the application of the SHAP
technique, the vector is again segmented into its original components, making
it possible to analyze the influence of each variable over time and identify the
instants with the greatest impact on the model’s decision. The model identified
anomalies with 99% accuracy.

3.2 xAI strategies for 5G/6G time series environements

This study uses a pre-trained model to apply interpretability techniques. The
approach adopted used SHAP exploring the nature of the anomaly detection
algorithm and the properties of the timeseries dataset to devise strategies that
can help explain the influence of input features accross data windows to the final
detection. The model analyzed takes as input a time window of 120 instants, with
8 attributes per instant, resulting in an input vector of dimension 960. Each
instance analyzed by XAI corresponds to this structure, showing how temporal
variations of features influence the model’s anomaly detection.

Two main strategies were implemented to explain the predictions. Figure 2
shows two different approaches to explaining the model’s decisions. The image on
the left represents the “Loss by Attribute” strategy, which evaluates the average
impact of each attribute over the time window. The image on the right represents
the “Loss per Instance” strategy, which assesses the influence of a specific variable
over multiple instances of the time series. Both representations aim to visually
illustrate the contribution of temporal data to the model’s decision.
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Fig. 2: xAI timeseries strategies
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3.3 Analysis of Influence by Attribute (Loss by Attribute)

In this section, we present the first xAI-based explanation approach, in which
we analyze the global contribution of all attributes in anomaly detection. To do
this, we use techniques such as SHAP to calculate the influence of each variable
over the time sequence and assess its relevance in predicting the model. This
approach makes it possible to see which attributes, in general, have the most
influence on the model’s decision [10]. As a result, it was possible to see that
certain attributes, such as cell_x_ul_retx and cell_x_ul_tx, had a significantly
greater impact on the classification of anomalies, while other attributes had a
lesser influence. In addition, it was observed that the importance of certain
variables can vary over time, reflecting changes in network traffic patterns.

These 5G radio-layer metrics help interpret traffic and identify anomalies.
The cell_x_ul_retx variable refers to the number of retransmissions on the up-
link, which can indicate failures or congestion in data transmission. Cell_x_ul_tx
represents the total volume of data sent on the uplink, while cell_x_dl_tx refers
to the volume of data transmitted on the downlink, both direct indicators of
network activity and performance. The variables dl_total_bytes_non_incr and
ul_total_bytes_non_incr indicate the volume of data that has not increased
over a period of time, and may be associated with periods of inactive traffic or
irregular patterns that suggest anomalous behavior. Explaining these attributes
clarifies their influence and justifies the model’s output.

Fig. 3: Top 3 SHAP values for
cell_x_ul_retx (Area chart)

Fig. 4: Top 3 SHAP values for
cell_x_ul_tx (Bar chart)

Figures 3 and 4 show the three main attributes with the greatest influence
on the model’s prediction. These graphs illustrate the positive and negative
contribution of the attributes selected on the basis of the SHAP values. Figure
3 shows the cell_x_ul_retx variable in the time windows (24, 100, 112, 35, 84,
115). The instances with a positive impact on the model’s prediction are 24,
100 and 112, while instances 35, 84 and 115 have a negative impact. The area
graph visually highlights these differences, where green areas represent positive
contributions and red areas represent negative contributions. The slope of the
areas shows the magnitude of the influence of each instance.

Figure 4 shows the cell_x_ul_tx variable in the time windows (106, 92, 72,
85, 44, 12). Instances 106, 92 and 72 have a positive impact on the model’s
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forecast, while instances 85, 44 and 12 contribute negatively. The height of the
bars indicates the magnitude of the influence of each instance, with green bars
representing positive SHAP values and red bars representing negative values.

This analysis shows that the variables associated with uplink traffic (ul_tx
and ul_retx) significantly influence the model’s predictions and are determining
factors in detecting network anomalies. This information can be used to improve
the interpretation of the model’s decisions and refine future analyses.

3.4 Analysis of Influence by Instance (General Loss)

In this section, we present the second explanation approach applied in this study,
which focuses on the influence of a specific variable over the different instances
analyzed. Instead of considering all attributes simultaneously, this strategy aims
to understand how a single attribute impacts the model’s decision in different
time windows [14].

This analysis makes it possible to check the variability of an attribute’s
importance at different points in the time series. For example, the variable
cell_x_dl_tx was found to have a high impact in certain time windows associ-
ated with traffic peaks, indicating a strong correlation with anomalous events.

In this way, the influence-by-attribute approach offers a detailed perspective
on the behavior of individual variables, helping to identify specific patterns that
may be related to the occurrence of anomalies.

Fig. 5: Scatterplot of SHAP values for
different attributes

Fig. 6: Average impact of attributes on
the model based on SHAP values

Figure 5 and figure 6 illustrate the importance of the attributes for predict-
ing the model in instance 0, considering the SHAP values. In figure 5, each
point represents a SHAP value associated with a specific attribute. The dis-
tribution of points along the horizontal axis indicates the relative impact of
each variable on the model’s decision. It can be seen that attributes such as
dl_total_bytes_non_incr and ul_total_bytes_non_incr show greater variabil-
ity, suggesting that they have more influence in predicting anomalies. In figure 6
shows the average absolute value of the SHAP coefficients for each variable,
highlighting the attributes with the greatest overall influence. It can be seen
that the attributes dl_total_bytes_non_incr and ul_total_bytes_non_incr
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have the highest impacts, while variables such as cell_x_ul_retx have a lower
influence. The analysis highlights how attribute impact varies over time, aiding
interpretation and anomaly detection.

3.5 Critical Review

In the first strategy, the analysis of a specific variable throughout the instances
revealed interesting patterns. For example, when selecting the variable dl_bitrate,
it was observed that its influence varied according to the instance analyzed. In
certain instances, this variable had a very high impact on predicting the anomaly,
while in others its effect was less significant. This behavior suggests that the rel-
evance of the variables may be sensitive to the context of the instance analyzed,
reinforcing the need for interpretive techniques to understand the dynamics of
the model.

In the second strategy, it was possible to observe that certain variables had
a consistent impact throughout the time sequence. For example, the variable
dl_bitrate proved to be one of the most influential in predicting anomalies,
indicating that significant variations in the downlink transmission rate may be
strongly associated with unusual events in the network. Other variables, such
as ul_bitrate and cell_x_dl_retx, also had a significant influence, standing out
at specific moments in the time sequence as determining factors for the model’s
classification.

These interpretability techniques improve transparency, allowing experts to
understand and validate automated decisions in 5G/6G networks. The combi-
nation of these two strategies allowed for an in-depth analysis of the model’s be-
havior, providing valuable insights into the factors that most influence anomaly
detection in 5G/6G networks. The results obtained demonstrate the importance
of explainability in machine learning models, especially in scenarios such as net-
work security, where the correct interpretation of predictions can help in decision-
making and risk mitigation.

The evaluation of the explanations considered the SHAP values, assuming
that values close to zero indicate irrelevance and values close to one reflect high
influence, thus allowing an estimate of the fidelity of the explanations generated.
Although the detection model used only returns a binary classification (anomaly
or normal), the introduction of explainability techniques such as SHAP has made
it possible to overcome this limitation, providing a detailed view of the variables
that influenced each decision. This capability represents an added value com-
pared to traditional approaches without interpretability, which do not make
it possible to understand the factors behind the classifications. Although not
compared directly, the architecture enhances model understanding and supports
real-world use where transparency matters.

4 Conclusion and Future Work

The implementation of xAI strategies enabled an in-depth analysis of the inter-
pretability of the LSTM model applied to anomaly detection in 5G/6G networks.
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Two main approaches were applied throughout this study: loss per attribute,
which assesses the relative importance of each variable over the time series, and
general loss, which measures the relevance of attributes in identifying anomalous
patterns.

The first approach identified key variables by analyzing their contribution
over the 960-entry window. It was observed that certain attributes had a con-
siderable impact at specific moments in the time series, directly influencing the
model’s decisions. This understanding is intended to improve the explainability
of the model and direct efforts towards improving the quality of the data and
pre-processing techniques. In the second approach, the importance of attributes
in detecting anomalies was analyzed globally, making it possible to see which
variables were most strongly associated with identifying anomalous events. This
strategy highlighted the relationship between the influence of certain attributes
and the occurrence of unusual patterns, providing valuable insights into the fac-
tors that contribute to the classification of an anomaly.

This study opens the way to several possibilities for future work which in-
clude analysing the importance of each data windows towards the final outcome.
Another aspect for future research is adapting the model to different traffic
and attack scenarios in 5G/6G networks. Validating xAI strategies in new con-
texts could help improve the robustness of the model and its applicability in
real systems. This reinforces the importance of interpretable models in security
contexts, supporting trust in automated systems and informed decision-making.
Future work will evaluate latency, overhead and scalability for deployment in
real-time distributed systems.
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