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Abstract
The pervasiveness of mobile devices has fostered a multitude of
services and applications, but also raised serious privacy concerns.
In order to avoid users’ tracking and/or users’ fingerprinting, smart-
phones have been tightening the access to unique identifiers. Never-
theless, smartphone applications can still collect diverse data from
available sensors and smartphone resources. Using real-world data
from a field study we performed, this paper demonstrates the possi-
bility of fingerprinting users from Wi-Fi data in mobile devices and
the consequent privacy impact. From the performed analysis, we
concluded that a single snapshot of a set of scanned Wi-Fi BSSIDs
(MAC addresses) per user is enough to uniquely identify about 99%
of the users. In addition, the most frequent Wi-Fi BSSID is sufficient
to re-identify more than 90% of the users, a percentage that goes up
to 97% of the users with the top-2 scanned BSSIDs. The Wi-Fi SSID
(network name) also leads to a re-identification risk of about 83%
and 97% with 1 and 2 of the strongest Wi-Fi Access Points (APs),
respectively.

CCS Concepts
• Security and privacy→Human and societal aspects of secu-
rity and privacy; •Human-centered computing→Ubiquitous
and mobile computing;
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Privacy, Mobile Devices, Fingerprinting, Re-identification Risk, Wi-
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1 Introduction
The prevalence of smartphones in the current digital society has
brought a rich opportunity to collect large amounts of heteroge-
neous data in a multitude of contexts. While beneficial to both users
and services, such data might contain sensitive information and
raise serious privacy concerns [11]. Within the smartphone’s con-
text, several works have demonstrated possible manners of leaking
data through applications [6, 38], logs [28], and misuse of permis-
sions [2, 4, 21, 44] (e.g. location tracking without permissions). In
addition, recent news [9, 23] report examples of privacy-breaches,
where applications were being used to collect side information,
such as Wi-Fi data, without user consent.

In an attempt to enhance user’s control and rights over their
personal data, regulations on information privacy have been cre-
ated, namely the General Data Protection Regulation (GDPR) in
European Union [18]. In practice, smartphones give users some
control through permission managers, where users can allow/deny
permissions and consequent access to smartphone data/resources.
Nonetheless, one of the main challenges when regulating and pro-
tecting user’s privacy is the access to unique identifiers (IDs). In
this regard, Android defines best practices for developers related
to the selection and use of unique IDs [14], such as choosing user-
resettable IDs, avoiding hardware IDs, or respecting the purpose of
the advertising ID. The latest versions of Android [5] restrict the
access to hardware identifiers (e.g. IMEI and serial number) to appli-
cations that are device or profile owner applications, have special
carrier permissions, or have the READ_PRIVILEGED_PHONE_-
STATE privileged permission [14].

Despite the developments to empower users to regain control
over their data [27, 30], the current permission model of smart-
phones still has limitations and fails to account for data correlation
and contextual dependency. For instance, while the permission to
access location data is considered as runtime/dangerous and, hence,
requires a permission prompt, obtaining location through side in-
formation, such as Wi-Fi [2, 4, 49] or Bluetooth, is still possible
without explicit permission [44]. This raises serious privacy con-
cerns that go beyond physical safety, since human mobility traces
are highly unique and might reveal the user’s identity, habits, social
relationships or even health conditions [7, 12, 36]. Taking this into
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consideration, this paper demonstrates the possibility of using data
available to smartphone applications (e.g. Wi-Fi Access Points (APs)
BSSIDs and SSIDs) as a fingerprint of users, even when other types
of identifiers are blocked from access.

This paper shows the fingerprinting and re-identification risk
of accessing Wi-Fi data through an installed smartphone applica-
tion, that is, from the user’s perspective. In spite of the efforts to
avoid the use of other and more explicit unique identifiers and the
well-known risks that advent from accessing such data, we con-
clude on the possibility of using Wi-Fi data as unique identifiers to
fingerprint users. Until Android 9 (circa 2018), access to Wi-Fi data
was possible with install-time permissions, which means without
the user perception and without the possibility of revoking such
access. This problem is transversal to other devices that still allow
access to either location or Wi-Fi data (e.g. laptops). Despite the
enhancements in more recent Android permissions, the fact that
full network access is still asked in 99% of the smartphone appli-
cations, view Wi-Fi connections in 72% of the apps, and that one
third of the apps request location permissions [16], emphasizes the
importance of exploring the user’s fingerprinting through location
and Wi-Fi data.

Towards this goal, we relied on real-world data collected from
a field study conducted with participants that carried our smart-
phones for at least one week [29, 30]. Relying on the contextual
data (e.g. location and scanned Wi-Fi devices) collected through
a smartphone application, we perform the fingerprinting and re-
identification analysis. In this paper, we demonstrate that finger-
printing users with Wi-Fi data is possible and leads to a re-identifi-
cation of about 99% of the users for a single snapshot of scanned
Wi-Fi BSSIDs (i.e. an adversary with a single set of scanned Wi-Fi
BSSIDs). When considering an adversary with information about
the Wi-Fi AP with the strongest signal, nearly 83% and 97% of
the users were re-identified with 1 and 2 highest signal strength
SSIDs/network names, and 94% and 99% for the 1 and 2 highest sig-
nal strength BSSIDs. In line with these results, the re-identification
risk assessment showed that 81 out of 82 users single scanned at
least one Wi-Fi BSSID (MAC address), with the most frequent AP
being enough to re-identify more than 90% of the users and the
top-2 scanned BSSIDs sufficient to re-identify over 97% of the users.
Similarly, over 95% of the users can be re-identified with the top-4
of Wi-Fi SSIDs, Wi-Fi locations or GPS locations (which is in line
with previous work [12]). This highlights the privacy risks of ac-
cessing Wi-Fi information and is a call for action in raising user’s
privacy awareness and in the development of privacy-preserving
mechanisms that take into account the data correlations among
heterogeneous sources.

The remainder of this paper is structured as follows. Section 2
provides an overview of background concepts and related work,
whereas Section 3 details the dataset. Section 4 presents the per-
formed analysis on fingerprinting and evaluates the privacy risk
through the re-identification metric. Section 5 discusses the privacy
implications of Wi-Fi fingerprinting and corresponding privacy-
preserving strategies, and Section 6 draws the main conclusions.
Throughout the paper, smartphone application might simply be
referred to as app.

2 Background and Related Work
The growing and indispensable use of smartphones has allowed the
access to a variety of personal and sensitive data. This has fostered
personalized services and novel applications that take into account
the user’s profile and preferences. With the claimed purpose of pro-
viding a better service suited to the user, smartphone applications
collect Personally Identifiable Information (PII), such as unique
identifiers (IDs), from mobile devices to distinguish devices/users,
but also track them [33, 47].

The Android Operating System (OS) offers a number of IDs with
different characteristics in terms of scope (i.e. which systems can
access the ID), resettability and persistence (i.e. the lifespan of the ID
and how it can be reset), uniqueness (i.e. the likelihood of collisions),
and integrity protection and non-repudiability (i.e. a difficult-to-
spoof ID) [14]. To ensure that the provided IDs are properly handled,
Android defines best practices for developers related to the selection
and use of unique IDs [14], such as choosing user-resettable IDs,
avoiding hardware IDs, or respecting the purpose of the advertising
ID. The latest versions of Android [5] restrict the access to hardware
identifiers (e.g. IMEI and serial number) to applications that are
device/profile owner apps (i.e. apps with administrative control over
the device or a specific profile), have special carrier permissions (i.e.
permissions limited to apps affiliated with mobile carriers), or have
a special privileged permission (READ_PRIVILEGED_PHONE_-
STATE) only available to system apps that are part of the firmware
or installed by the device manufacturer.

In spite of the introduced constraints and the official guidelines
for working with Android IDs [14], previous research demonstrated
that unique IDs and, specifically, persistent IDs are being accessed
and often used for tracking users [31, 37, 38]. The authors of [31]
identified 51 unique vulnerabilities that evidence the pervasive
mishandling of user-unresettable identifiers (UUIs) in the latest
Android phones. In this paper, we further demonstrate that the
current countermeasures are insufficient and neglect the risk of
identifying users through other and less explicit IDs. In particu-
lar, we conclude on the possibility of using Wi-Fi data as unique
identifiers to fingerprint users.

Due to the privacy implications of exposing unique IDs, current
research has been studying the uniqueness of human behavior
from several contexts [52], including mobile apps usage data [1,
26, 42, 46] and mobility patterns [8, 12]. In terms of mobile apps
usage data, four apps demonstrated being sufficient to uniquely
re-identify about 90% of the users [1, 42, 46]. The analysis with
this data goes further and allows re-identifying whether students
are depressed or non-depressed [3]. Since Android 11 (circa 2020),
accessing installed applications within a smartphone app is filtered
by default and requires a QUERY_ALL_PACKAGES permission to
query all installed apps on a device [15].

In regard to mobility patterns, the uniqueness of location data
has become a concerning challenge. Human mobility traces are
highly unique, which makes it possible to infer the user’s identity,
habits, social relationships or even health conditions [7]. In fact,
four spatio-temporal points revealed being enough to re-identify
about 95% of the individuals [8, 12]. This has led smartphone OSs
to protect the collection of location data by requiring a permission
to access a fine or coarse location. Nevertheless, these permissions
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are often requested (by one third of the apps [16]) and apps with
access to such data are able to build a fingerprint with locations to
uniquely identify users [25].

Motivated by the large amounts of smartphone applications that
have access to Wi-Fi information [16], we depart from previous
works by demonstrating the uniqueness of such information and
the possibility of creating a fingerprint through the scanned Wi-Fi
access points. Despite the well-known risks of inferring location
from side information, such as Wi-Fi [34], and the uniqueness of
mobility traces through Wi-Fi [8], our work differs from the previ-
ous ones by focusing on the user’s perspective (i.e. an app installed
on the user’s smartphone) and how the collection of scanned Wi-Fi
APs can constitute a unique ID. Our goal is to show the privacy im-
pact of fingerprinting users through Wi-Fi information and assess
the re-identification risk that advent from scanning such data.

The existing literature has, in contrast, mainly focused on device
fingerprinting from the perspective of Wi-Fi access points or other
entities that are able to monitor wireless networks [50]. The fin-
gerprints are commonly used by device identification systems that
rely on relevant features to identify devices. Notwithstanding the
potential benefits of using device fingerprints to enhance wireless
security, several works demonstrated the possibility of not only
tracking users/devices, but also using the available data (e.g. Wi-Fi
probe requests sent by users’ devices containing the MAC address
that uniquely identifies the sending device [10, 20]) to infer informa-
tion about the nearby users [32, 39, 45]. In particular, MAC address
randomization emerged as a response to the resulting privacy vi-
olations [48]. In distinction to these studies, this paper examines
a different perspective (user’s perspective) of fingerprinting from
Wi-Fi data through apps installed in users’ devices, emphasizing
the re-identification risk that results from the scanned Wi-Fi APs,
and investigating how Wi-Fi data can constitute a unique ID in
mobile devices.

3 Dataset and Overview
This section starts by describing the dataset that was used to study
the privacy impact of fingerprinting users through Wi-Fi data and
the resulting re-identification risk, followed by the analysis of in-
stalled applications and requested permissions.

3.1 Dataset Characterization
In order to study the user’s fingerprinting within the smartphone’s
context, we selected the COP-MODE dataset [29, 30]. This dataset
was collected in a real-world field study with 93 users, where the
participants carried smartphones for at least one week with their
personal applications pre-installed and an application responsible
for the data collection. This app prompts users at every permission
check (see Figure 1) and collects their input, as well as other con-
textual features at the time of the prompt. In this paper, we focus
on specific contextual features that are of relevance to this work,
namely:

• Datetime: timestamp of the request permission prompt.
• Location: timestamp, latitude, longitude, and accuracy.
• Wi-Fi: timestamp, BSSID, SSID, and RSSI for each scanned
device.

• Semantic location: the semantic location was collected from
the user input, whose possibilities were: home, work, travel-
ing or other.

Figure 1: An example of a permission prompt issued as a
result of the app WhatsApp checking for the contacts per-
mission.

We should note that location data is related to the last known
location reading [13] and might not correspond to the current
location, since the participant might have turned location off. With
respect to Wi-Fi data, the scanned Wi-Fi devices correspond to
the devices in the neighborhood that were obtained from a scan
attempted every 5 minutes. These considerations will be taken into
account during the exploratory data analysis that follows.

The COP-MODE dataset is composed by 2180302 permission
requests from 93 participants. 65261 (2.99%) of the total requests
were answered by participants, while the remaining were either
unhandled or answered by the 30 minutes cache, timeouts or dis-
missed. In this work, we will consider the user answered requests,
since only these have the selected semantic location. From the 65261
answered requests, 41602 requests (63.75% of the user answered
requests) have Wi-Fi and/or location information from a total of
82 participants. This data constitutes the target of analysis in this
paper.

3.2 Installed Applications and Requested
Permissions

To better understand the applications that have access to Wi-Fi
data and, in this way, understand the relevance of this problem, we
start by studying the context of installed applications and requested
permissions. In Android, applications are divided into system (i.e.
apps with system privileges) and non-system apps (i.e. apps with
limited privileges). The COP-MODE dataset contains a total of
3926 distinct apps and 1737 non-system distinct apps. Regarding
the requested permissions, we now analyze which apps request
the permissions required to access Wi-Fi data and the respective
grant/deny result.

Scanning nearby Wi-Fi devices have been changing with the
release of new Android versions, with the first mandatory location-
restrictions introduced in Android 9. Considering that the COP-
MODE dataset was collected in Android 9 devices, an app would
require the ACCESS_COARSE_LOCATION or ACCESS_FINE_LO-
CATION permission along with CHANGE_WIFI_STATE permis-
sion to start a scan of Wi-Fi devices and ACCESS_WIFI_STATE
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permission to obtain the scanned Wi-Fi devices. In spite of the
introduced constraints, where such access to scanned Wi-Fi devices
also requires a location permission, the COP-MODE dataset shows
that there are over 300 applications (≈10% of the total apps) that
satisfy these conditions, which is corroborated by a recent work
[43] that demonstrates that these permissions are among the most
frequently requested in apps spanning multiple Android versions.
Furthermore, Wi-Fi related permissions are classified as install-time
permissions and, hence, are automatically granted when the app is
installed and cannot be revoked, which still enables an app to access
certainWi-Fi information (e.g. RSSI) and/or change theWi-Fi status
without an explicit request.

From the performed analysis, the ACCESS_WIFI_STATE and the
CHANGE_WIFI_STATE permissions were requested and automat-
ically granted by 1499 (≈38%) apps and 581 (≈15%) apps, respec-
tively. In addition, the location-related permissions were requested
by ≈24% of the apps, with over 50% of granted permission requests.
This is in line with recent analysis [16] that claims that full network
access is still asked in 99% of the smartphone apps, view Wi-Fi con-
nections in 72% of the apps, and that one third of the apps request
location permissions. Such permissions are requested by diverse
applications that can be categorized according to the Google Play
Store. Figure 2 presents the percentage of distinct apps from each
category in where each of the referred permissions is requested.
Depending on the app category as well as the user expectation
on the app objective, the permission decisions might be affected
[29]. For instance, TRAVEL_AND_LOCAL category is expected to
request the location permission and, consequently, users tend to
grant it. On the other hand, since Wi-Fi related permissions are
automatically granted independently of the app category and the
users’ preferences, privacy risks arise, leading to fingerprinting and
identification of users.
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Figure 2: Percentage of distinct apps from each category in
where the permission (y axis) was requested. Categories with
a percentage of apps inferior to 1% were removed from the
plot to simplify visualization.

4 Fingerprinting and Re-identification Risk
fromWi-Fi Data

Building on the considerable number of applications that are able
to collect either location and/or Wi-Fi data, this section performs
an analysis on the privacy implications of collecting Wi-Fi data
by studying the resulting fingerprinting and re-identification risk.
Throughout this analysis, we shall use Wi-Fi SSID and Wi-Fi BSSID
to refer respectively to Wi-Fi network name and MAC Address of
the Wi-Fi Access Point (AP).

4.1 Fingerprinting Users fromWi-Fi Data
A fingerprint consists in a combination of features that uniquely
identify individuals. While there might be benefits from this, such
as personalized services, the fact that applications can uniquely
identify their users might pose threats to user’s privacy. In order
to mitigate this problem, smartphone OSs have tightened the ac-
cess to unique identifiers, as previously mentioned. This section
addresses the construction of fingerprints from Wi-Fi data. An ini-
tial fingerprint can be composed of all the scanned Wi-Fi BSSIDs
per participant during the COP-MODE field study. In this case, all
users would have a unique fingerprint, since users have a unique
set of scanned BSSIDs throughout the entire field study. However,
generally it may not be possible to access all historical data of Wi-Fi
BSSIDs because the full information about configured Wi-Fi net-
works is restricted to Device Owner (DO), Profile Owner (PO) and
system apps since Android 10 (circa 2019) [5]. Therefore, we will
consider the following more realistic fingerprinting setups:

(1) The attacker has access to a single snapshot of all scanned
Wi-Fi BSSIDs, other than continuous access to scannedWi-Fi
networks. This corresponds to a weaker attacker model that
has access to much fewer information (single snapshot) of
scanned Wi-Fi networks. This can correspond to a situation
in which an app is installed and immediately uninstalled;

(2) The attacker has access to the SSID (network name) of the
scanned Wi-Fi network with the highest signal strength
(RSSI), thus representing the Wi-Fi network the user would
usually connect to.

In the first scenario, assuming an adversary model where the
attacker has access to less information (e.g. a subset of data instead
of whole data), we consider a random snapshot in time and the
respective set of scanned Wi-Fi BSSIDs. For statistical significance,
each selection was performed 100 times and, thus, the results will
be presented with the confidence interval of 95%. From the results, a
single snapshot of scanned Wi-Fi BSSIDs per user creates a unique
fingerprint for about 99% of the participants, which means that
collecting the set of scanned Wi-Fi APs once is enough to uniquely
identify more than 99% of the users. This percentage goes up to
100% when considering three snapshots in time, as graphically
represented in Figure 3.
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Figure 3: Percentage of identified users and respective confi-
dence intervals of 95% when considering the selection of ran-
dom snapshots (x axis) and the set of scanned Wi-Fi BSSIDs.

In the second scenario, we assume the access to the SSID of
the network with the highest signal strength (RSSI), which repre-
sents the case when an adversary has access to the networks the
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users usually connect to [35]. This information can be obtained in
runtime from the current Wi-Fi connection. Figure 4a represents
the results for this scenario, where the availability of a varying
number of connected Wi-Fi SSIDs (network names) was considered
for calculating the risk of unique fingerprinting. This rate goes
from ≈83% when considering a single network name, ≈97% when
considering 2 network names, up to ≈100% when considering 5
network names. If instead of the network name one has access to
the BSSID/MAC address, its unicity makes the fingerprinting risk
grows to 94% with a single instance as depicted in Figure 4b. This
is justified by the multiple Wi-Fi APs that share the same SSID
(e.g. eduroam (education roaming), that is, a world-wide roaming
access service that provides Internet connectivity across University
campus). These results show the relevance of information derived
fromWi-Fi connections as a mean to fingerprint users, highlighting
that 5 names of connected Wi-Fi networks suffice to re-identify all
users in the dataset. The results discussed in this section emphasize
the privacy risks of exposing either nearby or connected Wi-Fi AP
devices and corresponding uniqueness.
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Figure 4: Percentage of identified users and respective con-
fidence intervals of 95% when considering the selection of
random snapshots in time (x axis) and the Wi-Fi SSID/BSSID
with the highest signal strength (RSSI).

4.2 Re-identification Risk through Top-N
Building on the fingerprinting analysis, this section assesses the
re-identification risk through Wi-Fi data. The re-identification risk
is a relevant privacy metric that evaluates the possibility of expos-
ing private information of a certain individual. One of the biggest
concerns in data privacy is related to identity disclosure, commonly
mitigated by removing explicit identifiers. However, there are other
attributes, also known as Quasi-Identifiers (QIDs), that can generate
a unique combination and enable user re-identification. In order to
assess the re-identification risk, we adapted the well-known “top-N”
locations attack [51] to a “top-N” features/attributes attack. This

attack consists in the selection of the top-N features/attributes of a
user (i.e. the N most frequent) and an assessment of its uniqueness.
If the selected top is unique, then the user is considered identified.

Figure 5 starts by presenting a semantic analysis of the top-N
Wi-Fi AP BSSID per user, with N from 1 to 3. Considering the
selected semantic location (Home, Work, Traveling or Other), we
are able to categorize the most frequent location of the top-N Wi-Fi
BSSIDs within an interval of 5 minutes. The baseline represented
in the chart consists in the distribution of the scanned BSSIDs per
semantic location, where ≈84% were at home, ≈9% at work, ≈4% in
other location, and ≈3% while traveling. As expected, the top-1 (i.e.
most frequent BSSID) corresponds to the home location in more
than 90% of the situations. Similarly, top-2 and top-3 contain the
home location in more than 85% of the cases, which can be explained
by the fact that users might scan more than one Wi-Fi AP at home
that will be in the most frequently scanned BSSIDs. Comparing
with the baseline, the main difference is on the distribution of the
remaining locations, where other location occurs with a higher
percentage in the most frequent locations than in the baseline. The
performed analysis stresses the need of protecting the end-points
of users’ trajectories, specifically home and work locations, due to
their potential for user re-identification [22].
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Figure 5: Semantic analysis of the scanned Wi-Fi BSSIDs
(baseline) and the top-N Wi-Fi BSSID per user with N from
1 to 3 within a 5 minute interval between the collected data
and the permission request prompt.

Figure 6 presents the percentage of re-identified users when
considering the top-N attack (N from 1 to 7) for the following
features: GPS location, Wi-Fi location, Wi-Fi SSID, andWi-Fi BSSID.
In line with the message from previous works [8, 12], four points
are enough to uniquely identify over 95% of the users. From Figure
6, the lower value of re-identification occurs for the Wi-Fi SSID top-
1, which can be explained by the number of public Wi-Fi hotspots
with common names, such as those provided by Internet Service
Providers (ISPs). On the other hand, over 90% of the users can be
re-identified through the most scanned Wi-Fi BSSID and over 97%
by the top-2. This is especially concerning since, as supported by
the semantic analysis, the most frequent locations (i.e. top locations)
are related to a private location: home.

While the re-identification risk assessment relied on the most
frequent Wi-Fi APs per user in these results, the fingerprinting
analysis presented in Section 4.1 considered two adversary scenar-
ios, where the attacker has access to (1) a set of scanned BSSIDs
per user and (2) the SSID with the highest signal strength. These
approaches justify the differences in the re-identification percent-
ages. For instance, the top-1 BSSID of Figure 6 considers the most
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Figure 6: Percentage of identified users considering the top-N
attack (N from 1 to 7) for the following features: GPS location,
Wi-Fi BSSID, Wi-Fi SSID, and Wi-Fi location.

frequent BSSID per user, whereas the random snapshot in time of
Figure 3 contains all scanned Wi-Fi BSSIDs in that period of time,
hence explaining the higher re-identification risk. The next section
demonstrates the risk of re-identification through k-anonymity, a
privacy principle that could be used in an attempt to minimize the
risk of fingerprinting and re-identification.

4.3 Re-identification Risk through k-anonymity
A common approach to protect the user’s privacy and mitigate the
re-identification risk consists of reducing the data uniqueness. For
instance, the k-anonymity principle guarantees that in a set of k
individuals, the identity of each one cannot be disclosed from at
least k-1 individuals in the same set [40, 41]. The achieved privacy
level can be measured by the value of k, such that a higher value
of k corresponds to a higher privacy level (i.e. it is harder to de-
anonymize). Based on this concept, a user can be singled out if for a
given number of combinations k of a set of Quasi-Identifiers (QIDs),
the frequency of records 𝑓𝑘 that have the same combination of QIDs
is one. This section relies on this concept as a metric to assess the
re-identification risk [17].

For k=1, where each set is composed by one of the 18613 unique
scanned Wi-Fi BSSIDs in the COP-MODE dataset, we compute the
frequency of records that have the same QID (i.e. the users that
scanned the same BSSID). If 𝑓𝑘 = 1, then the user is considered
singled out and, hence, re-identified. Figure 7 presents the frequency
of records 𝑓𝑘 and the respective count. From these results, 𝑓𝑘 = 1 for
16064 Wi-Fi BSSIDs, signifying that ≈86% of the Wi-Fi BSSIDs are
scanned by only one user. In this case, 81 out of the 82 users single
scanned one of these Wi-Fi APs at least once, which means that
an individual could be re-identified by knowing a scanned BSSID
within this set.

The assessment performed in this section concludes the analysis
of this paper by emphasizing the uniqueness of Wi-Fi data (≈86% of
theWi-Fi BSSIDs are single scanned) and the resulting possibility of
using such data as unique identifiers. This has serious implications
for the user’s privacy as discussed next.

5 Privacy Implications of Wi-Fi Fingerprinting
With the claimed purpose of enhancing personalized services aligned
with users’ preferences and behaviors, applications are allowed to
collect diverse data. However, this is achieved at the cost of compro-
mised users’ privacy and lack of anonymity. In this paper, we have
shown that a considerable amount of applications have the required
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Figure 7: Frequency of the records 𝑓𝑘 for the Wi-Fi BSSIDs.

permissions to collect location and/or Wi-Fi data, thus leading to
a high fingerprinting and re-identification risk. This stresses the
difficulty of not being uniquely identified by apps even with the
existing restrictions to access explicit unique IDs in smartphones.
The ability to uniquely identify users can be used to launch further
attacks to compromise users’ privacy, resulting in serious privacy
implications that will be discussed in this section.

Regardless of the innumerous opportunities and benefits for
both users and service providers, fingerprinting and profiling are
examples of severe privacy concerns in the current digital society
that are worsened by the high data uniqueness. Profiling consists of
creating detailed and accurate models of users based on their data,
making it possible to identify and track them. The resulting privacy
risks are exacerbated when data correlations or other linkable data
are present. Building on the analysis performed in this paper, where
we emphasized the uniqueness of Wi-Fi data, an attacker would
be able to create users’ profiles based on Wi-Fi data that could be
enriched with other contextual information (e.g. hour of the day or
location) to fingerprint or even track users. For illustration, tracking
users would allow entities to know whether the user is at home or
not, which poses privacy risks that go beyond physical safety. This
is a real and increasingly worrying problem, as demonstrated in
recent news [23, 24]. The privacy breach presented in [23] reports
a real-world battery monitor app that was able to collect and share
GPS coordinates, nearby cell phone towers, Wi-Fi access points,
and also the user’s street address. This is especially critical since
location data (even if anonymized) can be used to profile users and
infer sensitive information (e.g. religion, as exposed in the news
article [19]). These real-world examples accentuate the insights of
this paper as enablers of potential privacy issues.

Due to the subtle and pervasive way in which fingerprinting can
be performed, finding a trade-off between effective fingerprinting
and user’s privacy is still a major challenge in the current privacy
threats’ landscape. Although users are often unaware of the large
amounts of data that are collected about them and how this infor-
mation can be used to identify their profiles, the pervasiveness of
mobile devices has fostered a rich opportunity to collect personal
data. As discussed in this paper, despite the efforts to restrict the
access to unique IDs, fingerprinting users is still possible through
Wi-Fi data. This is a transversal problem for mobile devices in
general, not only present in smartphones.
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5.1 Privacy-Preserving Strategies
To mitigate the discussed privacy implications, it is crucial to im-
plement data protection mechanisms and strategies that further
safeguard users’ privacy, as summarized below.

• Limiting data collection: Limiting the collection of unnec-
essary data that may never be used, specifically preventing
the collection and retention of personal data to reduce users’
exposure to privacy risks.

• Risk analysis and re-identification risk assessment: The risk
analysis and re-identification risk assessment should be per-
formed in a more systematic manner, and be part of the
procedure for warranting access to any data types.

• Usage of anonymization methods: Upon identification of
privacy risks, usage of anonymization techniques should be
considered to provide adequate privacy-utility trade-offs. In
particular, except for user location (for which obfuscation
is already available in recent mobile OSes), current permis-
sion systems typically operate on an all-or-nothing basis,
meaning that either users have access to the data (full utility,
no privacy) or do not have access at all. A middle ground
through anonymization methods should be explored, yet
through automated privacy protection mechanisms, since
the average user is not available/knowledgeable enough to
setup and configure such techniques.

• Promoting data transparency: Companies and organizations
should have a clear understanding of who they are inter-
acting with, warranting that the users’ digital identity is
secure, and privacy is respected. In addition, methods that
allow users to exercise their privacy rights should be pro-
vided, such as controlling the use and disclosure of sensitive
personal data.

• Enhancing user awareness and education: Users should be
aware of the privacy implications of their online activities
and identities, but also educated about privacy to make in-
formed decisions about data sharing and protection.

These privacy-preserving strategies aim at protecting users from
potentially unauthorized access to their data. As one of the most
widely used devices, smartphones have been at the forefront of
introducing restrictions that safeguard users’ privacy, however,
much still remains to be done, particularly when other mobile
devices are concerned.

6 Conclusion
The proliferation of mobile devices has fostered a multitude of
services and applications, but also a rich opportunity to collect
large amounts of data. In particular, the high demand for person-
alized services has been leading to a special interest on uniquely
identifying users. Due to the privacy risks that advent from the
data uniqueness, smartphones have tightened the access to unique
identifiers (IDs). In this paper, resorting to a dataset that collected
user data for at least one week, we demonstrate the possibility of
fingerprinting users through location and Wi-Fi data, showing that
it is still possible to fingerprint users by relying on available data
despite the efforts to avoid unique IDs. From the performed analysis,
we concluded that a single snapshot of a set of scanned Wi-Fi BSSIDs
(MAC addresses) per user is enough to uniquely identify about 99% of

the users. The most frequent Wi-Fi BSSID is sufficient to re-identify
more than 90% of the users and goes up to 97% of the users with the top-
2 scanned BSSIDs. Moreover, having access to the strongest Wi-Fi
AP, that the users would connect to, leads to a re-identification risk
of about 83% and 97% with 1 and 2 of the strongest SSIDs (network
names), respectively. Thus, based on our results and according to
the COP-MODE dataset, more than 300 applications are able to use
location and/or Wi-Fi data as unique identifiers, even when other
types of identifiers are blocked from access. While fingerprinting can
be beneficial to provide personalized services that are aligned with
users’ preferences and behaviors, the consequences and resulting
privacy risks cannot be ignored. Users are often unaware of the data
collected through their mobile devices and, specifically, through the
installed smartphone applications. In fact, due to the subtle and per-
vasive ways in which information is collected, there is a difficulty
to control and/or opt-out of such collection, as well as a lack of
techniques to mitigate the users’ tracking. For illustration, tracking
users would allow entities to know whether the user is at home
or not, which poses privacy risks that go beyond physical safety.
Therefore, finding a trade-off between effective fingerprinting and
user’s privacy protection is still a critical challenge in the current
landscape of always connected mobile devices.
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